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Instructions for Controlling KNX/EIB Equipment via the Internet

Operation via the Internet allows you to control the equipment of the KNX/EIB bus when
being out of the local network of your automation object. The connection to the KNX/EIB
equipment is performed by the UDP protocol. The use of the UDP protocol is associated with some
difficulties and iRidium Gate serves as an intermediate joint which allows you to connect the
control device to the equipment of the KNX/EIB bus when operating via the Internet.

iRidium Gate is an application which allows you to connect to the KNX/EIB bus via the
Internet. The operation principle of the application is the conversion of commands TCP2UDP
received from the control device and sending them to the KNX/EIB bus:
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Capabilities of the iRidium Gate bus for KNX/EIB: suppose that you use a JUNG IPR 100 REG
IP Router to control the KNX equipment. There are some limitations when using such type of
connection:

1. Itisimpossible to connect clients to the equipment connected to the PC COM port via Wi-
Fior 3G

2. Only one connection is possible. You need to add additional KNX/EIB IP routers if you want
to add the second or third iPhone/iPad.

3. [lpu HeKoppeKTHOM paspbiBe coegmHeHus IP Router B Te4eHNE HECKOIbKMX MUHYT He
pearnpyeT Ha KomaHAbl ynpasnaeHus. After incorrect breaking of connection the IP-router
does not respond to control commands for several minutes.

iRidium Gate provides stable connection between iPhone/iPod/iPad and a KNX/EIB system
(after loosing connection KNX/EIB IP-router cannot reconnect for 1-2 minutes without iRidium
Gate). It also copes with the limitations for a number of control devices which are connected
simultaneously.

iRidium Gate can be installed on any PC under Windows XP / 7. It provides simultaneous
connection via a single IP-router and is responsible for stability of the connection. This makes
control from iOS devices stable and considerably reduces the cost of adding the second, third or
more control devices as additional IP-routers are not required.
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Setting up the project for operation via the Internet consists of the following stages:

1. Setting up the connection to the iRidium Gate gateway in iRidium GUI Editor project.
Setting up the router to enable data exchange with remote devices.
3. Setting up the iRidium Gate gateway for connection to the KNX/EIB bus.

Setting up the Connection to the iRidium Gate Gateway in iRidium GUI Editor Project

Initially the settings of the project for controlling equipment of the KNX/EIB bus are made
for operation via UPD and look as follows:
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For setting up of the connection to the KNX IP-router you
should indicate the IP-address of the router, UDP connection
port (it is always 3671 for KNX/EIB) and Time-out (ms) of the
connection at the loss of communication.

When operating via the Internet Iridium Client will
communicate to the iRidium Gate server application (not to
the KNX/EIB IP-router) for sending commands and receiving
feedback from the KNX/EIB equipment. Besides

Mame EIB KIMX

Host 192,168.0,100
Port 3671
Parameters 120000,0

communication of Gate and Client application (iRidium for

KNX) is performed by TCP, not UDP. And that also requires
additional connection settings.

To add a new component to the Device Tree — Gate TCP

to UDP - which will enable the retranslation of KNX/EIB commands through iRidium Gate, select
UDP Gateway (UDP transport used when operating in the local network) and then select «Insert

Gate» in the right-click menu:
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CHANNEL PROPERTIES
Host 182, 168.0.66
Port 10005
Parameters
Gate 1
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As a result you get a new level in the Device Tree (TCP Gateway) where you can set the
connection of iRidium Client to the iRidium Gate server for transferring data to the addresses of
the lower level (UDP Gateway) which are indicated when setting up the operation in the local
network.

Properties of connection to Gate:

e Host — an external IP-address of the PC network with running iRidium Gate (you can use
Internet service to find your external IP-address).

e Port — TCP port of connection to iRidium Gate. It can be set at random (the random port in
the example is 10005). When setting the Gate application make sure that you select the
same connection port which is indicated in your iRidium GUI Editor project.

Setting up the Router to Enable Data Exchange with Remote Devices

To enable the command transfer from the Internet to the local network of the object (to PC
with running iRidium Gate), set the data exchange between Gate and the Internet on the router
which enables the access to the Internet from the local network. Setting up of the data exchange
can be performed with the use of Port Forwarding — it is a recommended way of setting the
communication between Gate and remote devices.

Port Forwarding enables data exchange with local PC through the fixed port. You should
forward the TCP port, indicated in the design properties (TCP port 10005 in the example); the
same port is indicated in the Gate settings. You can see the example of setting up the port
forwarding for communication between Gate and Client via the Internet, D-Link DIR-300 router:

Product Page : DIR-300 Hardware Version : Bl Firmware Version : 2.01

// SETUP | ADVANCED | MAINTENANCE STATUS “
- ADVANCED PORTFORWARDIGRULES i

The Advanced Port Forwarding option alows you to define a single public port an your router for S 2l Apﬁ'ﬁ;ﬁ:r
redirection to an internal LAN IP Address and Private LAN port if required. This feature is useful -
for hosting online services such as FTP or Web Servars.

[ Save Settings ][ Don't Save Settings ]

24 - ADVANCED PORT FORWARDING RULES apr

Routing Remaining number of rules that can be created: 14

Logout —
e Paort Traffic Type
Public Port
MName 6000 ~
Smart-Bus Application Name - G000
- TCP
Private Port
IP Addrass 6000 =
192.168.0.11 Computer Name - 5000
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Setting up the iRidium Gate Gateway for Connection to the KNX/EIB Bus

iRidium Gate is an application enabling the connection to the KNX/EIB IP-router via the Internet. It
is a component of the standard iRidium software package. Creation and setting up of a gateway
for operation with KNX/EIB:

By pressing the «Add Gate» button you can create a new gateway for converting and
transferring data to the KNX/EIB bus via UDP.

Properties of the new gateway have several setting sections. You can see the information about
each of them below.

Gate (general information about the created gateway):

e Name — a gateway name
e Comment — additional information about the gateway
e Auto start — autostart of the gateway when opening the iRidium Gate application

Gate Properties X
~Gate
Name: KNX/EIB Gate
Comment: TCP to UDP Gate -
V| Autostart

Server (settings of connection between remote clients and the gateway):

e Type — equipment which commands are transferred from remote Clients to the gateway
e Transport — a type of transport which is used by remote Clients while connecting to the
gateway
e Port —an external gateway TCP-port, which iRidium KNX/EIB Clients are connected to. You
should indicate the same port you indicated in the settings of the iRidium project in the
GUI Editor.

e Max Connection — maximum number of Clients connected to the gateway concurrently.

~ SErver
Type: EIB kX
Transport: Tcp
Part: 10005
Max Connection: | 3
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Device (connection properties of the Gate application to the equipment of the KNX/EIB bus):

e Type — a type of equipment which the gateway will send the received commands to
e Transport — a type of transport which is used by the gateway for sending data

e Host —an IP-address of the KNX/EIB router

e Port—a UDP port used by KNX/EIB for exchanging data with Clients (3671)

¢ Idle — Time-out of reconnection to the router in case of communication loss

~Device
Type: EIB KNX
Transpart: Udp
Host: 192.168.0.123
Port: 3671
Idle: 120000 ms
0K Cancel

When the gateway is set, save it. In the iRidium Gate window it looks as follows:

H iRidium Gate

KMX/EIB Gate

[06.03.2012 15:14:35:177)  iFidium Gate
[05.03.2012 15:19:36:642]  Server[KNX/EIB Gate(EIB/KNX]]: Orline
SR [05.03.2012 15:19:36:785]  Device[KNX/EIB Gate(EIB/KNX)]: Orline

Enabling and disabling of the gateway is made in the application menu (buttons on

the left). The gateway must be running for connection with the gateway Clients:
State: Run

The number of the connected Clients at the current moment is displayed in the “Client” line.

To start the iRidium Gate application automatically at the start of your PC, move it to the Autostart
folder and mark “Autostart” in the gateway settings (Gate Properties).
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