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1 Introduction

This document describes how remote access can be established to a KNX installation via
the Internet by means of the ETS. Remote access can be achieved using either NAT
(Network Address Translation) or VPN (Virtual Private Network).

Any device that supports KNXnet/IP tunnelling can be used for remote access. These
devices are the KNX IP Interface 730, KNX IP Router 750, KNX IP LineMaster 760, KNX
IP BAOS 771, KNX IP BAOS 772 and the KNX IP BAOS 777. In this document, they will
be collectively referred to as "KNX IP devices".

2 Remote access with NAT

2.1 Network Address Translation (NAT)

NAT (Network Address Translation) is a method used to translate IP addresses. It is
primarily used in routers (e.g. DSL routers).

Please note that remote access via NAT, without further safety
measures, poses significant dangers. Port forwarding provides
universal access to your local IP network and your KNX system.

Any Internet user can discover the open port on your static public IP
address and can, for example, access your KNX network via the ETS
software.

We strongly advise using NAT only temporarily for testing or
diagnostic purposes. After that, close the port again to prevent abuse.

If remote access is realized through NAT, we strongly advise you not
to specify the default port of 3671 towards the Internet. Port 3671 is
the official port for efcp - eFieldControl(EIBnet) registered by KNX
Association. This port can be easily determined by unauthorized
persons. Please use a port in the non-reserved range between port
50000 and port 60000.

Permanent remote access should be established only when
protected! We recommend remote access through VPN (Virtual
Private Network). The VPN feature is already integrated into most
DSL routers.
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2.2 Example of a configuration

2.2.1 Structure

IP addr.:
84.145.85.60 .
Switch
i e =
IP addr.: I | I LAN
192.168.1.1

Subnet; 255.255.255.0

IP addr.: IP addr.:
o61H| 192.168.1.10 o0 lH| 192.168.1.11
QD eo QO eo
|°:| KNX IP D KNX IP
Router Router
[e]e)e)e) [e]ele)e)
[e]e]e]e] 1.1.1 [e]ele]e] 211
111 | Q | 1.1.10 211 | Q | 2.1.10
112 | Q) L 1111 212 | Q) L 2111

Figure 1. KNX installation

The diagram above shows a typical KNX installation that is connected to the Internet via a
DSL router. Two TP lines are connected to each other via two KNX IP routers. These KNX
IP routers were assigned static IP addresses from the local network. The DSL router
needed for Internet access has a fixed local IP address (192.168.1.1) and a public IP
address (here, 84.145.85.60), which is assigned by the Internet service provider.
Generally, the public IP address is dynamic, meaning that it is reassigned every time an
Internet connection is re-established.
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2.2.2 Settings in the DSL router

In the DSL router, forwarding must be set up under the "Permit Access" item. For this, a
port (standard: 3671) and an IP address (local IP address of the KNX IP device, e.g.
192.168.1.10) must be specified. Afterwards, all telegrams that are received from the
Internet and are directed to port 52011 will be forwarded to the specified KNX IP device to

Port 3671.

Port 3671 is the official port for efcp - eFieldControl(EIBnet) registered by KNX
Association. This port can be easily determined by unauthorized persons. We strongly
advise you to use a port in the non-reserved range between port 50000 and port 60000 as
described in our example.

FRITZ!'BOox 7490

Loggedin v | FRITZ!IBox | FRITZINAS | MyFRITZ! | @

Overview
Internet
Online Monitor
Account Information
Filters

MyFRITZ!
Telephony
Home Network
WLAN
DECT
Diagnostics

System

p

I:Permit Access /

" Port Forwarding

Create New Port Forwarding Setting

Port forwarding enabled for Other applications -

MName KNXnet/IP
Protocol UDP -
From port 52011 through port 52011

to computer Enterthe IP address manually -

to IP address 192.168.1.10

to Port 3671

OK ] [ Cancel

Figure 2: Settings in the DSL router (port forwarding for KNXnet/IP)

FRITZ'Box 7490

Loggedin v | FRITZ!Box | FRITZINAS | MyFRITZ! | o

" overview
Internet
Online Monitor
Account Information
Filters

MyFRITZ!
Telephony
Home Network
WLAN
DECT
Diagnostics
System

Figure 3: Settings in the DSL router (list of port forwarding’s)

" Permit Access

I:Permit Access /

Port Forwarding Storage FRITZ!Box Services Dynamic DNS VPN

Computers connected to FRITZ!Box are safe from unauthorized access from the Internet. However, for certain applications such as
online games or the eMule file sharing program, it must be possible for other users in the Internet to access your computer. Such
connections are made possible by enabling port forwarding.

List of Ports with Port Forwarding Enabled

Enabled Name Protocol Port to Computer to Port
KNXnetIP UDP 52011 Mathias-PC 3671
New Port Forwarding

[] Allow changes to security settings over UPnP
Devices like Smart TV and smartphones, and applications that support UPnP, can be used to change security settings in the
home network automatically, such as the FRITZ!Box port forwarding rules. For reasons of security, only enable this option if you
really want to allow incoming connections from the Internet.

Apply ] [ Cancel ] [ Refresh ]
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2.2.3 IP configuration of the KNX IP Interface

Since the IP address of the KNX IP device has to be known, manual configuration is
recommended. The IP address (192.168.1.10), subnet mask (255.255.255.0) and gateway
IP address (192.168.1.1) must be specified.

Edit Workplace Commissioning Diagnostics Extras  Window
€ Close Project Undo Re =5 Reparts Workplace |22 Catalogs [l Diagnostics
Buildings = @ B Topology ~ e =5 <
Search yol Add ¥ Delete W Download ~ Highlight Changes  Default Parameters Search L E
Buildings = Addres F Topology = e
1.1.1 KNX IP Interface 730 > IP-Configuration 1
[’ Dynamic Folders [S Dynamic Folders [0)
[E New project 4 141 Newarea General P-Address (> ]
X Trades 4 | 11 New line <
IP-Configuration 1 Bytel 192 .
1] 1.1.1 KNXIP Interface 720
|P-Configuration 2 Byte 2 168 .
Byte 3 1 -
Byrea 10 5
Parame..
Buildin_.. ‘. O
Devices Group Objects Farameter
IP (NAT) 11 New line 111 KNX 1P Interface 730 Last used workspace

Figure 4: IP configuration (part 1)

Edit Workplace Commissioning Diagnostics Extras  Window

€ Closs Project Undo Re =% Reports Workplace ¥ |22 Catalogs [l Diagnostics
Buildings ~ ~ B Topology ~ ~ B <
Search L ¥ Delete W Download ~ Highlight Changes  Default Parameters Search L E
= . e . e
Bl Addres| § JlEH Topalagy 1.1.1 KNX IP Interface 730 > IP-Configuration 2
[’ Dynamic Folders [5 Dynamic Folders [0)
[ New project 4 [ 1 New area General 1P-Subnet [+]
X Trades 4 E 11 Newline
|P-Configuration 1 Bytel 255 .
4 1.1.1 KNX IP Interface 730
IP-Configuration 2 Byte 2 255 .
Byt 3 255 .
Byte 4 a :
IP-Gateway Address
Byte 1 192 .
Bytz 2 168 .
Byte 3 il s
Byred 1 .
Parame.
Buildin.. ‘ v
Devices Group Objects Parameter
1P (NAT 11 New fine 111 KNX IP Interface 730 Last used workspace
sps

Figure 5: IP configuration (part 2)

WEINZIERL ENGINEERING GmbH
2015-11-16

EN
Page 6/17



KNX IP Interface: remote access

2.2.4 Establishing a connection with the ETS

Edit Workplace Commissioning Diagnostics Extras  Window

= i

o IP (NAT) (84.145.85 60:52011)

Overview Bus Settings
= (ConsamTE Current Interface & 1P Tunneling
1P (NAT) (84.145.85.60: 52011)
Interfaces e e Name
Options 1P (NAT)
d 4 Configured Interfaces
Individual Address
= Monitor

84.145.85.60:52011 111 Address free?
Group Monitor 4 Discovered Interfaces Server
R 84.145.85.60
us Manitor b 512772 test for 777 (192.168.1.246:3671) 192.168.1.246:3671  00:24:6D:00:75:C0
Port
= emmrs b 115 Baos 772-Ms (192.168.1.37:3671) 192.168.1.37.3671 00:24:60:00:50:28
52011
e 1125 KNX BAOS 777 TEST (192.168.1130:3677) 192168.11203671  0102.03:0405:06
Unload Device Network Address Translation
ol 1015250 KNX IP BAOS 7718z (192 168.1.52:3671) 192 168.152:3671 00:24:60:00-82:80 /| Connect using NAT mode
Device Info
b 125 KNX IP BAOS 772 Johannes (192.168.195:3671) 192.168.1.95:3671 00:24:60:00:54:1C —
— Individuall Addresses Be careful if using NAT mode
Q KMX-US8 Interface (Rail mounted) (Weinzierl Engineering GmbH) to connect to unsecured

interfaces over the internet.

Programming Mode
Individual Address Check

Line Scan

It's safer to establish a VPN
connection and use local IP
addresses instead.

ETS Version ETS 5.0 (Build 869) @ | Licenses ETSS Supplementary  Active Apos 0

Figure 6: ETS Connection Manager

A separate connection should be created for remote access, such as "IP (NAT)" in the
example shown here. Select "KNXnet/IP" for the type. In the "IP address" field, enter the
public IP address of the remote KNX installation. The port 52011 specified here, must be
the same as that one specified in the DSL router settings.

Important: The "Connect using NAT mode" box has to be checked!

Note: The IP address has to be entered manually since the devices cannot be scanned by
ETS via the Internet.

Remote access by means of NAT requires at least ETS version 3.0f.
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3 Remote access via a VPN

3.1 Virtual Private Network (VPN)

3.1.1 Introduction

A VPN is an extension of private networks. It can be used to enable remote access (site-
to-end) and link private networks (site-to-site) via the Internet.

3.1.2 Site-to-end

A site-to-end VPN can be used to establish access to an internal network. For example,
employees in the field can use it to dial into their company network.

3.1.3 Site-to-site

A site-to-site VPN can be used to link private networks. For example, a site-to-site VPN
can link two remote company networks.

3.2 Remote access to a KNX/IP router using the Fritzbox 7490

As an example, the remote connection via the Internet between a PC in building A running
the ETS software and a KNX installation behind a Fritzbox 7490 DSL router in building B is
explained. The KNX system topology of building B is similar to that one shown in Figure 1.

Through a VPN tunnel, the ETS in property A communicates securely via the internet with

KNX system in property B.

3.2.1 Configuration of the VPN-Server

For setting up a VPN server on a Fritzbox 7490, a special tool is needed (FRITZ!Box-
Fernzugang_einrichten.exe).
The tool can be downloaded from: www.avm.de

After successful completion of the configuration, the tool will generate two configuration

files.

One of this files is for importing into the Fritzbox the other one is for the AVM VPN client
program (see item 3.2.3).

Hint: setting up a VPN-tunneling connction via a AVM Fritzbox router is only possible by
using the additional AVM VPN-Client. The Windows VPN-Client is incompatible with the
Fritbox VPN-Server.
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Lézltl»lié@

MNew  Delete  Export Explorer Help

Existing Configurations

Figure 7: AVM VPN configuration tool

Using the AVM VPN configuration tool, all data for setting up the VPN connection will be
collected. By clicking the option “New” the following window appears.

This Wizard configures a VPN connection to your FRITZ!Bax
in just a few steps.

¢ Corfigure VPN connection for one user

~ Corfigure a connection between twa FRITZ!Bax
networks

" Import existing VPN connection to an AVM Access Server

£ Zuriick, Weiter = Abbrechen Hilfe

Figure 8: VPN mode option

In our example, we choose the “Configure VPN connection for one user” option.
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figure FRITZ!Box VPN Connecti

Configure VPN Connection for One User
Select device

Select the device the user should use to access the FRITZ!Box network.

&+ Computer with FRITZIVPN

" iPhone, iPod touch oriPad

< Zuriick I Weiter = I Abbrechen Hilfe

Figure 9: Platform options

To fill in your e-mail address in the next window is optional.

gure FRITZ!Box VPN Connectic

Configure VPN Connection for One User
E-mail Address of the User
Enter the user's e-mail address.
E-mail address of the user: Iinfo@weinzied_de
< Zunick Weiter = Abbrechen Hilfe

Figure 10: User e-mail

The next step is to create a user account with a specific name.
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e o o conci

Configure VPN Connection for One User
Accessibility of Your FRITZ!Box in the Intemet

Enter the name at which your FRITZ!Box can be reached in the Intemet.

Mame of your FRITZ!Box (domain name): |3414535'Eﬂ

If you have not set up a dynamic DMNS name yet, create a dynamic DNS entry now in the
FRITZ!Box user interface.

To the FRITZ!Box User Intefface To the VolP Gateway User Interface

< Zuriick Weiter = Abbrechen Hilfe

Figure 11: VPN-Server definition

In the window above, you have to specify the Fritzbox in building B. You either fill in its

static IP address (from ISP) or a DNS account name (provided for example from

www.dyn.com, www.selfhost.de, ...)

e o o conci

Configure VPN Connection for One User
Enter the IF Network of the Selected FRITZ!Box

Enter the |P network of the selected FRITZ!Box.

% Apply factory settings of the FRITZ!Bax for the IP network
" Use a different IP network

IP network: 152 . 168 . 178 . 0  Subnet mask: |21.255_255_255_: j

Example: IP network: 152.168.178.0, Subnet mask 24 - 255.255.255.0

IP address of the userin the network of the selected = —
FRITZ!Box: [ 192 168 178 . 201

¥ Send all data over the VPN tunnel
All data, including those which are to be sent to the Intemet rather than the FRITZ!Bax
network, are routed over the VPM tunnel. This setting is suitable, for instance, when
using the Intemet in public wirgless networks (hotspots).

< Zuriick Weiter = Abbrechen Hilfe

Figure 11: Subnet definition of LAN in building B
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e ot

Configure VPN Connection for One User
MNext Steps

Two configuration files have been created for your FRITZ!Box and for FRITZIWVPN. Import
these files to your FRITZ!Box and to FRITZIVPN now.

{+' Display the folder that cortains the configuration files

" Expaort the configuration files

< Zurick Fertig stellen Abbrechen Hilfe

Figure 13: Finish the configuration wizard

Finally choose the option shown in figure 13. The wizard will direct you to the windows
folder in which it has created the configuration files for the Fritzbox and the AVM-VPN-
Client.

Datei  Bearbeiten Ansicht Extras 7

Organisieren + = Offnen In Bibliothek aufnehmen ~ Freigeben fir + Brennen

&
Mame Anderungsdatum Typ Grofie

| . info_weinzierl_de 03.12.2014 16:42 Dateiordner
|| fritzbox_84 145 85 60.cfg 0312.2014 16:42 CFG-Datei

info_weinzierl_de Anderungsdatum: 03.12.2014 16:42
Dateiordner

Figure 14: Folder with configuration file for VPN-Server

The Wizard will create a directory in:
...\Usern\AppData\Roaming\AVM\FRITZ!Fernzugang\

The directory name will be the name of the Fritzbox in building B.

Within this directory the wizard stores the .cfg file for Fritbox in building B and creates a
directory for the VPN user(s) in building A.
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[=Tel x )
@ Q ‘ . « FRITZ!Fernzugang » 84 1458560 » info_weinzierl_de v 7 !nfo_wsinzierf_ds durchsuchen pel |

| Datei Bearbeiten Ansicht Extras ?

Organisieren v In Bibliothek aufnehmen v Freigeben fur v Brennen Neuer Ordner Bz~ [l @
Name @ Anderungsdatum Typ GroBe
| vpnuser_info_weinzierl_de.cfg 03.12.2014 16:42 CFG-Datei 3KB 1
(]
|
I
i
' 1 Element

Figure 15: Folder with configuration file(s) for the user(s) (VPN client)

If additional users for VPN tunnel to building B are created, the individual configuration

files will be stored in that folder (figure 15) as well.
. Configure FRITZ!Box VPN Connection lg

Mew  Delete Export Explorer  Help

Existing Configurations

(' 84.145.85.60
L@ info@weinzierl de

Figure 16: complete configuration of the VPN

Now, we’ve finished the VPN configuration.

All necessary data for the Fritzbox and the AVM VPN-Client are stored in the configuration

files.

The configuration wizard automatically generates a password (shared key) for the VPN

tunnelling connection.
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3.2.2 Setting up the VPN-Server (Fritzbox)

FRITZ'Box 7490

Loggedin w | FRITZ!Box | FRITZINAS | MyFRITZ! | o
- i D

Overview Permit Access

Internet PotForwarding = Storage = FRITZ!BoxSenices | DynamicDNS | VPN

Online Maonitor

Account Information Via VPN a secure remote access to your network can be established. For further information, tools and tips on VPN, click

Filters www.avm.de/en/vpn.
IiPefmit Access VPN Connections

MyFRITZ!

Enable Name Address in the Local Network Remote Network Status

Telephony Internet

Home Network Mo VPN connection has been configured.
WLAN

DECT Add VPN Connection
Diagnostics

System [ Apply |[ Refresh |

Figure 17: Fritzbox VPN-Server - add a connection

Hint: Within this menu you can also find the index tab ,Dynamic DNS*. Within this option
you can configure your DynDNS account.

For setting up the VPN-Server you have to choose tab “VPN” and then press the button
“Add VPN Connection”.

FRITZ'Box 7490

Loggedin v | FRITZ!Box | FRITZINAS | MyFRITZ! | o
I Y
Overview VPN Connection
Internet Via VPN (Virtual Private Network) a secure remote access to your home network can be established.
Online Monitor
!—‘\.ccount [CTmETTT Please select the type of VPM connection to be established:
/F|Iters.. © Configure VPN connection for one user
I\:e;n:{f;cess On the following page, select the desired FRITZ!Box user, open the entry for editing and enable authorization to use VPN.
Y ) (@ Connect your home network with another FRITZIBox network (LAN-LAN linkup)
Telephony © Connect this FRITZ!Box with a company’s VPN
Home Network
@ Import a VPN configuration from an existing VPN settings file
WLAN
DECT
Diagnostics Dexd J[ cancel
| System
Figure 18: Fritzbox VPN-Server — choose means of configuration
You've got to choose “Import a VPN configuration from an existing VPN settings file
because we’ve already defined the configuration data with AVM setup wizard.
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FRITZ'Box 7490

Loggedin v | FRITZIBox | FRITZINAS | MyFRITZ! | @

| overview | VPN Connection
Internet

Select the VPN settings file from which the configuration is to be imported.
Online Monitor

Account Information fizbox_84_145_85_60.cfg

Eilters [C1The VPN settings are encrypted

MyFRITZ!
Telephony oK ] [ Cancel
Home Network
WLAN

DECT
Diagnostics

| System _

Figure 19: Fritzbox VPN-Server — choose the configuration file on your local system

Select the path to the fritzbox_84 145 85 60.cfg file which was stored by the wizard.

FRITZ'BOX 7490

Loggedin v | FRITZ!Box | FRITZINAS | MyFRITZ! | o
| Overview ' Permit Access
lntemet Port Forwarding Storage FRITZ!Box Senvices Dynamic DNS VPN
Online Monitor
Account Information Via VPN a secure remote access to your network can be established. For further information, tools and tips on VPN, click
Filters www.avm.de/en/vpn.
(Permit Access ) VPN Connections
MyFRITZ!
Enabl¢ Name Address in the Local Network Remote Network Status
Telephony Internet
Home Network info@weinzierl de 0000 o [[&]
WLAN
DECT Add VPN Connection
Diagnostics
\ System y, [ Apply ] [ Refresh ]
Figure 20: Fritzbox VPN-Server — opening the VPN connection
WEINZIERL ENGINEERING GmbH EN

2015-11-16 Page 15/17



KNX IP Interface: remote access

3.2.3 Setting up the VPN-Client (PC)

To enable the client to connect to the VPN-Server, a VPN-Client tool of company AVM is
needed. The VPN-Client program can be downloaded here:
http://download.avm.de/fritz.box/tools/vpn/fritz_fernzugana/

File Help

lrag g7

Establish ~ Clear Settings Journal Help

Figure 21: AVM VPN-Client

The configuration of the client connection is done by importing the
vpnuser_info_weinzierl_de.cfg created by the wizard.
Go to “Settings” and import the file into the VPN-Client.

File Help

g J ?

| Establish Clear  Settings Journal  Help

&)

84.145.85.60

il The file C:\Users\user\AppData\Roaming\AVM\FRITZ!Fernzugang\84_145_85_60\info_weinzierl_de\vpnuser_info_weinzierl_de.cfg was imported successfully.

Figure 22: AVM VPN-Client — connect

To connect to the VPN-Server on Fritzbox in building B, select the icon named
“84.145.85.60” and click on the option “Establish”

Now the AVM VPN-Client program will connect to the VPN-Server on Fritzbox in building
B.
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3.2.4 Accessing the remote KNX IP device with the ETS

(s =[a x|
ETS 2]
Overview Bus Catalogs Settings K X
= Connections Current Interface £ IP Tunneling
. IP (VPN) (84.145.85.60:3671) N
Interfaces = Individual Address: 7 ame
Options P (ven
p 4 Configured Interfaces ¥ X
Individual Address
= [y <l IP (VPN (34.145.85.60:3671) 84145 85.60:3671 1 =
J (s ! 15.15.250 Address free?
] TR T T " .
Group Monitor e IP(VPN) (8414585 60:367T) 84145 85 60:3671 Server
. - 84,145,85.60
Bus Monitar Discovered Interfaces
Port
= Diagnostics 3671
Unload Device Network Address Translation
Connect using NAT mode
Device Info
= Individual Addresses 1 tBE caEfu‘itituEi"g NAT mode
. 0 Connect o unsecursed

interfaces over the internet.
It's safer to establish a VPN

Individual Address Che... connection and use local IP
addresses instead.

Pragramming Mode

Line Scan

I ETS Version ETS 5.0.2 (Build 938) Licenses ETSS Supplementary Active Apps 0

Figure 23: IP interface over VPN in ETS connection manager

In order establish a ETS connection via the VPN connection, you have to configure the
KNX IP interface manually. It is not possible for ETS to identify the interface automatically
via the VPN connection. Within the “Server” text box you either fill in the static IP-Address
of Fritzbox in building B or the DynDNS account.

Hint: The “Connect using NAT mode” checkbox has to be activated. Despite the fact that
the connection is not established in NAT mode, this option enables certain initialisations
which are necessary for a KNXnet/IP connection.

3.2.5 Alternatives

Apart from the Fritzbox (AVM) used in this example, a VPN can be built with other devices
as well. Devices of this type are available from Linksys, Netgear, DrayTek etc.
Besides all embedded solutions also a PC running "OpenVPN* can be used.

Copyright Weinzierl Engineering GmbH 2014
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