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1 Introduction 
This document describes how remote access can be established to a KNX installation via 
the Internet by means of the ETS. Remote access can be achieved using either NAT 
(Network Address Translation) or VPN (Virtual Private Network). 
Any device that supports KNXnet/IP tunnelling can be used for remote access. These 
devices are the KNX IP Interface 730, KNX IP Router 750, KNX IP LineMaster 760, KNX 
IP BAOS 771, KNX IP BAOS 772 and the KNX IP BAOS 777. In this document, they will 
be collectively referred to as "KNX IP devices". 

2 Remote access with NAT 

2.1 Network Address Translation (NAT) 

NAT (Network Address Translation) is a method used to translate IP addresses. It is 
primarily used in routers (e.g. DSL routers). 

 Please note that remote access via NAT, without further safety 
measures, poses significant dangers. Port forwarding provides 
universal access to your local IP network and your KNX system. 
Any Internet user can discover the open port on your static public IP 
address and can, for example, access your KNX network via the ETS 
software. 
We strongly advise using NAT only temporarily for testing or 
diagnostic purposes. After that, close the port again to prevent abuse. 
 
If remote access is realized through NAT, we strongly advise you not 
to specify the default port of 3671 towards the Internet. Port 3671 is 
the official port for efcp - eFieldControl(EIBnet) registered by KNX 
Association. This port can be easily determined by unauthorized 
persons. Please use a port in the non-reserved range between port 
50000 and port 60000. 
 
Permanent remote access should be established only when 
protected! We recommend remote access through VPN (Virtual 
Private Network). The VPN feature is already integrated into most 
DSL routers. 
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2.2 Example of a configuration 

2.2.1 Structure 

 
The diagram above shows a typical KNX installation that is connected to the Internet via a 
DSL router. Two TP lines are connected to each other via two KNX IP routers. These KNX 
IP routers were assigned static IP addresses from the local network. The DSL router 
needed for Internet access has a fixed local IP address (192.168.1.1) and a public IP 
address (here, 84.145.85.60), which is assigned by the Internet service provider. 
Generally, the public IP address is dynamic, meaning that it is reassigned every time an 
Internet connection is re-established. 

 
 

Figure 1: KNX installation 
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2.2.2 Settings in the DSL router 

In the DSL router, forwarding must be set up under the "Permit Access" item. For this, a 
port (standard: 3671) and an IP address (local IP address of the KNX IP device, e.g. 
192.168.1.10) must be specified. Afterwards, all telegrams that are received from the 
Internet and are directed to port 52011 will be forwarded to the specified KNX IP device to 
Port 3671. 
Port 3671 is the official port for efcp - eFieldControl(EIBnet) registered by KNX 
Association. This port can be easily determined by unauthorized persons. We strongly 
advise you to use a port in the non-reserved range between port 50000 and port 60000 as 
described in our example. 

 

 

 
Figure 2: Settings in the DSL router (port forwarding for KNXnet/IP) 

 
Figure 3: Settings in the DSL router (list of port forwarding’s) 
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2.2.3 IP configuration of the KNX IP Interface 

Since the IP address of the KNX IP device has to be known, manual configuration is 
recommended. The IP address (192.168.1.10), subnet mask (255.255.255.0) and gateway 
IP address (192.168.1.1) must be specified. 

 

 

 
Figure 4: IP configuration (part 1) 

 
Figure 5: IP configuration (part 2) 
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2.2.4 Establishing a connection with the ETS 

 
A separate connection should be created for remote access, such as "IP (NAT)" in the 
example shown here. Select "KNXnet/IP" for the type. In the "IP address" field, enter the 
public IP address of the remote KNX installation. The port 52011 specified here, must be 
the same as that one specified in the DSL router settings. 
 
Important: The "Connect using NAT mode" box has to be checked! 
 
Note: The IP address has to be entered manually since the devices cannot be scanned by 
ETS via the Internet. 
 
Remote access by means of NAT requires at least ETS version 3.0f. 
 

 
Figure 6: ETS Connection Manager 
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3 Remote access via a VPN 

3.1 Virtual Private Network (VPN) 

3.1.1 Introduction 

A VPN is an extension of private networks. It can be used to enable remote access (site-
to-end) and link private networks (site-to-site) via the Internet. 

3.1.2 Site-to-end 

A site-to-end VPN can be used to establish access to an internal network. For example, 
employees in the field can use it to dial into their company network. 

3.1.3 Site-to-site 

A site-to-site VPN can be used to link private networks. For example, a site-to-site VPN 
can link two remote company networks. 

3.2 Remote access to a KNX/IP router using the Fritzbox 7490 

As an example, the remote connection via the Internet between a PC in building A running 
the ETS software and a KNX installation behind a Fritzbox 7490 DSL router in building B is 
explained. The KNX system topology of building B is similar to that one shown in Figure 1. 
Through a VPN tunnel, the ETS in property A communicates securely via the internet with 
KNX system in property B. 

3.2.1 Configuration of the VPN-Server 

For setting up a VPN server on a Fritzbox 7490, a special tool is needed (FRITZ!Box-
Fernzugang_einrichten.exe). 
The tool can be downloaded from: www.avm.de  
 
After successful completion of the configuration, the tool will generate two configuration 
files. 
One of this files is for importing into the Fritzbox the other one is for the AVM VPN client 
program (see item 3.2.3). 
Hint: setting up a VPN-tunneling connction via a AVM Fritzbox router is only possible by 
using the additional AVM VPN-Client. The Windows VPN-Client is incompatible with the 
Fritbox VPN-Server. 

http://www.avm.de/
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Using the AVM VPN configuration tool, all data for setting up the VPN connection will be 
collected. By clicking the option “New” the following window appears. 

 
In our example, we choose the “Configure VPN connection for one user” option. 

 

Figure 7: AVM VPN configuration tool 

 

Figure 8: VPN mode option 
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To fill in your e-mail address in the next window is optional. 
 

 
The next step is to create a user account with a specific name. 

 

Figure 9: Platform options 

 

Figure 10: User e-mail 
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In the window above, you have to specify the Fritzbox in building B. You either fill in its 
static IP address (from ISP) or a DNS account name (provided for example from 
www.dyn.com, www.selfhost.de, …) 

 

 

Figure 11: VPN-Server definition 

 

Figure 11: Subnet definition of LAN in building B 

http://www.dyn.com/
http://www.selfhost.de/
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Finally choose the option shown in figure 13. The wizard will direct you to the windows 
folder in which it has created the configuration files for the Fritzbox and the AVM-VPN-
Client. 

 
The Wizard will create a directory in: 
…\User\AppData\Roaming\AVM\FRITZ!Fernzugang\ 
The directory name will be the name of the Fritzbox in building B. 
Within this directory the wizard stores the .cfg file for Fritbox in building B and creates a 
directory for the VPN user(s) in building A. 

 

Figure 13: Finish the configuration wizard 

 

Figure 14: Folder with configuration file for VPN-Server 



KNX IP Interface: remote access 

WEINZIERL ENGINEERING GmbH EN 

2015-11-16 Page 13/17 

 
If additional users for VPN tunnel to building B are created, the individual configuration 
files will be stored in that folder (figure 15) as well. 

 
Now, we’ve finished the VPN configuration.  
All necessary data for the Fritzbox and the AVM VPN-Client are stored in the configuration 
files. 
 
The configuration wizard automatically generates a password (shared key) for the VPN 
tunnelling connection. 

 

Figure 15: Folder with configuration file(s) for the user(s) (VPN client) 

 
Figure 16: complete configuration of the VPN 
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3.2.2 Setting up the VPN-Server (Fritzbox) 

 

Hint: Within this menu you can also find the index tab „Dynamic DNS“. Within this option 
you can configure your DynDNS account. 
 
For setting up the VPN-Server you have to choose tab “VPN” and then press the button 
“Add VPN Connection”. 

 
You’ve got to choose “Import a VPN configuration from an existing VPN settings file 
because we’ve already defined the configuration data with AVM setup wizard. 

 

Figure 17: Fritzbox VPN-Server - add a connection 

 

Figure 18: Fritzbox VPN-Server – choose means of configuration 
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Select the path to the fritzbox_84_145_85_60.cfg file which was stored by the wizard. 

 

 

Figure 19: Fritzbox VPN-Server – choose the configuration file on your local system 

 

Figure 20: Fritzbox VPN-Server – opening the VPN connection 
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3.2.3 Setting up the VPN-Client (PC) 

To enable the client to connect to the VPN-Server, a VPN-Client tool of company AVM is 
needed. The VPN-Client program can be downloaded here: 
http://download.avm.de/fritz.box/tools/vpn/fritz_fernzugang/ 
 

The configuration of the client connection is done by importing the 
vpnuser_info_weinzierl_de.cfg created by the wizard. 
Go to “Settings” and import the file into the VPN-Client. 

To connect to the VPN-Server on Fritzbox in building B, select the icon named 
“84.145.85.60” and click on the option “Establish” 
Now the AVM VPN-Client program will connect to the VPN-Server on Fritzbox in building 
B. 

 

 

Figure 21: AVM VPN-Client 

 

Figure 22: AVM VPN-Client – connect 

http://download.avm.de/fritz.box/tools/vpn/fritz_fernzugang/
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3.2.4 Accessing the remote KNX IP device with the ETS 

In order establish a ETS connection via the VPN connection, you have to configure the 
KNX IP interface manually. It is not possible for ETS to identify the interface automatically 
via the VPN connection. Within the “Server” text box you either fill in the static IP-Address 
of Fritzbox in building B or the DynDNS account. 
Hint: The “Connect using NAT mode” checkbox has to be activated. Despite the fact that 
the connection is not established in NAT mode, this option enables certain initialisations 
which are necessary for a KNXnet/IP connection. 

3.2.5 Alternatives 

 
Apart from the Fritzbox (AVM) used in this example, a VPN can be built with other devices 
as well. Devices of this type are available from Linksys, Netgear, DrayTek etc. 
Besides all embedded solutions also a PC running "OpenVPN“ can be used. 
 
 
 
 
 
 
 
 
 
Copyright Weinzierl Engineering GmbH 2014 
 
Brands: Characteristics such as AVM FRITZ! And FRITZ! Box (product names and logos) are protected trademarks of AVM GmbH. 
Microsoft, Windows and the Windows logo are trademarks of Microsoft Corporation in the United States and / or other countries. 

 
Figure 23: IP interface over VPN in ETS connection manager 


